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ABSTRACT: The dynamic issues in cyber security are examined via the lens of intrusion detection, using the ADT-
SVM (Adaptive Decision Tree-Support Vector Machine) method. In the context of a fast evolving cyber threat scenario
assisted by the Internet, the research investigates the use of Machine Learning (ML) approaches, highlighting the
importance of data. The researchers index, study, and analyse publications presenting various ML algorithms, with an
emphasis on temporal or thermal correlations, while also highlighting widely used network datasets and the issues
connected with ML in cyber security. Using the KDD dataset as a benchmark, the project uses the ADT-SVM method
to divide data properties into four categories: Basic, Content, Traffic, and Host. Evaluation measures, such as Detection
Rate (DR) and False Alarm Rate (FAR), are then used to evaluate the performance of an Intrusion Detection System.

KEYWORDS: Network Security, Cyber Threats, Anomalies, Machine Learning
I. INTRODUCTION

The mitigation and identification of cyber threats have become critical in the ever changing field of network security.
Innovative strategies are often required since traditional tactics are unable to keep up with the sophistication of
contemporary attackers. Because it can identify patterns and abnormalities in large datasets, machine learning (ML) has
become a powerful tool for strengthening network defenses. In order to improve the proactive detection of possible
attacks, this introduction investigates the integration of machine learning techniques in the context of network
security. Through the

utilization of sophisticated algorithms, machine learning (ML) presents the prospect of more flexible, effective, and
expandable solutions, ushering in a new phase of increased cyber-attack resistance.

A. NETWORK SECURITY

Network security is an essential component of modern digital environments, protecting the availability, confidentiality,
and integrity of data transferred between linked systems. Given the widespread reliance on interconnected networks in
today's world, it is more important than ever to protect these infrastructures from a wide range of potential dangers.
Network security is a complex field that includes the use of intrusion detection systems, encryption protocols, firewalls,
and other strong defenses. Malicious actors' techniques also evolve with technology, therefore network security
strategies must stay innovative and constantly changing. This introduction explores the core significance of network
security and clarifies its function as the first line of defense against a wide range of cyber threats that aim to take
advantage of weaknesses in the complex web of interconnected digital ecosystems.
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Figure 1: Network Security

B. CYBER THREATS

Cyber dangers are a real concern to the integrity and security of information systems in our digitally connected and
interconnected society. Cyber threats comprise a broad range of malevolent actions planned by individuals, collectives,
or states with the aim of jeopardizing privacy, causing disruptions, and taking advantage of weaknesses in computer
networks. Cyber dangers are constantly changing in terms of sophistication and scope, ranging from advanced hacking
methods to social engineering strategies. Our digital infrastructure is interconnected, which increases the potential
effect of these risks and makes them a widespread worry for governments, businesses, and individuals. This
introduction examines the complexity of cyber threats and highlights the need for all-encompassing cyber security
solutions to reduce risks and protect the integrity of our data-driven and more interconnected society.
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Figure 2: Cyber Threat

C. ANOMALIES

Anomalies are variations or abnormalities from the expected or usual patterns in a variety of disciplines, including data
analysis, system monitoring, and network security. These variations may point to underlying problems, possible
hazards, or areas in which more research may be needed. Anomalies can indicate anything from mistakes in data
collection to new and previously unknown patterns, making them important signals that require attention. Finding and
interpreting abnormalities is critical in a variety of domains, from spotting possible security breaches in network data to
detecting irregularities in financial transactions. The relevance of anomalies as departures from the norm is examined in
this introduction, with a focus on how they can reveal hidden patterns, possible dangers, and areas that need more
research in a variety of analytical and surveillance domains
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II. LITERATURE REVIEW

In this study, Abebe Diro [1] et al. have proposed The vast array of smart gadgets that make up the Internet of Things
(IoT) are able to gather, store, process, and communicate data. The Internet of Things' adoption has created a wealth of
potential for innovation in businesses, homes, the environment, and industries. However, worries about widespread
adoption and applications have been raised by the IoT's inherent weaknesses. In contrast to conventional IT systems,
the Internet of Things (IoT) ecosystem presents security challenges because of the distributed nature of smart devices,
resource limitations, and heterogeneity. As a result, host-based preventive techniques like antivirus and anti-malware
software cannot be used. Due to these difficulties and the nature of Internet of Things applications, monitoring systems
like anomaly detection are required at the device and network levels, extending beyond organizational boundaries. This
implies that, compared to other security measures, anomaly detection systems are in a strong position to secure Internet
of Things devices. Our goal in this study is to present a thorough analysis of previous efforts in creating machine
learning-based anomaly detection systems for IoT system security. Furthermore, we show that blockchain-based
anomaly detection systems are able to jointly develop efficient machine learning models for anomaly detection.

In this work, Kewen Li [2] et al. have proposed A popular ensemble learning framework, the Adaptive Boosting (Ada
Boost) algorithm produces strong classification results on a variety of datasets. Unfortunately, because the Ada Boost
technique is primarily meant to process misclassified samples rather than samples of minority classes, it can be difficult
to apply it directly to imbalanced data. This paper proposes an improved Ada Boost algorithm (Ada Boost-A) based on
AUC, which improves the error calculation performance of the Ada Boost algorithm by comprehensively considering
the effects of misclassification probability and AUC. The purpose of introducing the indicator Area Under Curve
(AUCQ) is to better process imbalanced data. In order to mitigate the generation of redundant or useless weak classifiers
by the traditional Ada Boost algorithm, this paper presents PSOPD-Ada Boost-A, an ensemble algorithm that can
optimize the coefficients of Ada Boost weak classifiers and re-initialize parameters to prevent falling into local
optimum.

In this paper, Mengyao Zhu [3] et al. have proposed These days, ensemble learning is a widely used technique in
machine learning-based intrusion detection systems to increase detection accuracy. Sadly, the accumulation and reuse
of past information, as well as the susceptibility of the detection model to various forms of attacks, have not been taken
into account in the studies that have already been done, which results in low detection accuracy. This research suggests
a model based on sustainable ensemble learning to address the problem. During the model training phase, we construct
multi-class regression models that enable ensemble learning to adapt to various threats by using the probability output
and classification confidence of each individual classifier as the training data. Additionally, an iterative updating
strategy is described for the updating step, wherein the parameters and decision outcomes of the historical model are
included into the new ensemble model's training process to achieve incremental learning. The findings of the
experiment demonstrate that the suggested model performs noticeably better in terms of detection accuracy, false
alarm, stability, and robustness than the current solutions. As network-based computer services and applications
progress, there is a growing number of security threats on the Internet.

In this paper, Jinjie Liu [4] et al. have proposed Significant increases in wireless network traffic result from the
integration of mobile technologies and Internet of Things (IoT) enabled devices into our daily lives, which has led to
the generation of a vast scale of high dimensional network log data. This has created difficulties for Wi-Fi network
security systems, which must now evaluate extremely complicated huge data in order to detect intrusions. Intrusion
Detection Systems (IDS) with machine learning capabilities are a frequent feature of many Wi-Fi network systems.
These IDS typically use supervised techniques that primarily rely on human experts' observations throughout the
training data classification process' labeling, feature extraction, and feature selection stages. In this study, we propose
an unsupervised approach with automatic feature extraction and selection process to replace human intervention and
manual labelling process for analysing a large scale high dimensional data to improve the prediction accuracy of
classification to detect the three most common types of network attacks: injection, flooding, and impersonate attacks in
an IDS with a large scale of high dimensional data. This is done using the recently collected Aegean Wi-Fi Intrusion
Dataset (AWID), which contains real traces of different types of network attacks.

In this research, Leila Mohammad pour [5] et al. have proposed Internet applications have developed and become
increasingly popular during the last few years. This has made the need for secure Internet networks even more
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imperative. Network security depends on intrusion detection systems (IDSs), which use artificial intelligence (AI)
techniques. Deep learning (DL) techniques are being successfully used in IDSs as a subfield of AL. Convolutional
neural networks (CNNs) are a popular type of deep learning neural network structure that are used to handle complex
data. CNN is widely utilized in intrusion detection systems (IDSs) and circumvents the usual drawbacks of traditional
machine learning techniques. IDSs use a variety of CNN- based techniques to address security risks and privacy
concerns. Nevertheless, to the best of our knowledge, no thorough surveys of IDS programs have made use of CNN. In
order to improve our comprehension of the several applications of the CNN in identifying network intrusions,
abnormalities, and other forms of attacks, the main focus of this study is on CNN-based intrusion detection systems.
This work summarizes the main features and contributions of the examined CNN-IDS techniques by creatively
organizing them into different categories.

ITI. EXISTING SYSTEM

It was chosen to provide an interconnection strategy that permits information sharing and communication relationships
without the need for human intervention. The Internet of Things architecture has made it possible for different devices
to be connected for a crucial amount of time without the need for human intervention. There are less pre- arranged
ideas to obtain information, and the amount of information has decreased, which was not the case before. As an
illustration, consider enhanced attack and various edges. However, a few theories, such as artificial mindfulness,
artificial intelligence, and significant learning, have a lot to say about their potential as well as the verified benefits of
preparing heterogeneous information of different estimations and different specialists expected to treat it. Based on the
findings, the proposed research project has employed significant learning hypothesis to select a security understanding
for the connection of lightweight information; TCP/IP has also been used to regulate information transmission and
practice social calculations. In order to come up with a respectable game plan, it is first necessary to consider a model
that can identify anomalies in the Internet of Things and take into account recent Internet developments

IV. PROPOSED SYSTEM

The suggested system incorporates sophisticated intrusion detection algorithms into the changing cyber security
landscape. The system provides a comprehensive approach to detecting potential security threats by combining a
Probability Model for baseline behaviour analysis, a Link-Anomaly Score computation for identifying suspicious
network connections, Change Point Analysis and Dynamic Time Warping for detecting shifts in statistical properties
and temporal patterns, and the Adaptive Decision Tree-Support Vector Machine (ADT-SVM) algorithm for accurate
classification. Using these components, the proposed system intends to improve the adaptability and efficacy of
intrusion detection, hence offering a strong defensive mechanism against emerging cyber threats. The ADT-SVM
technique has the capacity to learn and categorize a variety of data properties, and the implementation process involves
using the KDD dataset as a benchmark to assess the system's performance. plays a critical part in the proposed system,
resulting in a more robust and responsive cyber security architecture.

V. MODULE DESCRIPTION

D. PROBABILITY MODEL

This lesson focuses on the creation and use of a probability model for interpreting network data. The probability model
most likely evaluates the possibility of specific events or patterns in the data, offering a basic knowledge of the baseline
behaviour. By creating a probability distribution, anomalies may be found by deviating from predicted patterns,
allowing the system to detect possibly malicious activity.

E. CALCULATING THE LINK ANOMALY SCORE

In this module, the system computes link anomaly scores to measure the irregularity of network links or connections.
The calculation entails examining several properties related with network connections, such as traffic patterns,
communication frequencies, and data transfer volumes. A higher link- anomaly score may suggest suspicious or
anomalous behaviour, alerting the intrusion detection system to possible security concerns within the network
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Figure 3: Block Diagram

F. CHANGE POINT ANALYSIS AND DTO

This subject covers change point analysis and Dynamic Time Warping (DTO) methodologies. Change point analysis
seeks to uncover changes or variations in the statistical features of data, which may indicate possible security events.
DTO, on the other hand, includes assessing sequence similarity across time to help in the discovery of temporal
patterns. Integrating these strategies improves the system's capacity to adapt to changing cyber threats and detect
abnormal activity.

G. ADT-SVM DETECTION METHOD

The ADT-SVM Detection Method module applies the Adaptive Decision Tree-Support Vector Machine (ADT- SVM)
algorithm to intrusion detection. This technique combines the flexibility of decision trees with the classification
capability of support vector machines. The ADT-SVM model is trained using labeled data to discriminate between
normal and abnormal network behaviour. Once trained, it is used to classify incoming data properties into preset
categories such as Basic, Content, Traffic, and Host, making it easier to identify possible security concerns on the
network. The module will most likely include fine-tuning and improving the ADT-SVM settings to achieve optimal
detection performance.

VI. RESULT ANALYSIS

Strong results are obtained from the suggested intrusion detection system's result analysis. The application of three
different machine learning models— Random Forest, ADT-SVM, and Linear Regression—shows strong predictive
powers. Linear regression, Random Forest, and ADT-SVM have accuracy values of 84%, 80%, and 85%, respectively,
highlighting how well the system detects and categorizes network intrusions. The ADT-SVM component's
exceptionally high accuracy score attests to its remarkable ability to identify and mitigate harmful actions within
computer networks. The study of the results highlights the strategic importance and dependability of the suggested
system, confirming its potential as an effective instrument for bolstering cyber security in the face of dynamic threats
to network integrity.

IJMRSETO© 2024 | AnISO 9001:2008 Certified Journal | 213



International Journal of Multidisciplinary Research in Science, Engineering and Technology (ITMRSET)

Elg

| ISSIN: 2582-7219 | www.ijmrset.com | Impact Factor: 7.521| | Monthly Peer Reviewed & Refereed Jownal |

S ) t.';

I]hnsﬂ International Conference on Intelligent Computing & Information Technology (ICIT-24)

|| Volume 7, Issue 13, April 2024 ||

Organized by

Erode Sengunthar Engineering College, Erode, Tamilnadu, India

IAlgorit hm |Accuracy [Precision [Recall EL
Co re

RF 0.8 0.7 097 | 0.81
LR 0.84 0.76 092 | 0.83
IADT- SVM 0.85 0.75 096 | 0.84

Table 1: Table Comparison
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Figure 4: Comparison Graph
VII. CONCLUSION

To summarize, the presented cyber security framework, which includes modules such as the Probability Model, Link-
Anomaly Score computation, Change Point Analysis with Dynamic Time Warping, and the Adaptive Decision Tree-
Support Vector Machine (ADT-SVM) algorithm, forms a comprehensive and adaptive intrusion detection system. This
system successfully identifies possible security vulnerabilities by tackling the changing difficulties of the cyber threat
landscape using probabilistic analysis, anomaly scoring, and machine learning. The incorporation of modern
methodologies, as well as the use of the ADT-SVM algorithm, let the system adapt to and learn from developing cyber
threats. The suggested paradigm not only provides a multifaceted approach to intrusion detection, but it also underlines
the significance of continuous adaptation in response to growing cyber security threats.
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